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Ransomware – what? why?
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Ransomware 101

1)Infect machine

2)Encrypt data

3)Demand ransom to give up key

I have added links on the slides 
for your further reading
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Bonus, because it is cool

● pay ”fine”

not ransom 
● fake!

http://blog.trendmicro.com/mobile-ransomware-fast-growing-yet-
unknown-threat/
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How do they do it?

● links

● attachments

● embedded images 
and/or images

http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/ISTR2
016_Ransomware_and_Businesses.pdf
http://www.esecurityplanet.com/malware/prevent-ransomware-attack.html 
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It sounds so easy!

from “ransomware for dummier (brian krebs)” 
https://krebsonsecurity.com/2017/03/ransomware-for-dummies-anyone-can-do-it/ 
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But my antivirus...?

What do you think it 
actually does?

(spoiler: it works mainly with 
signatures)

https://www.clearswift.com/blog/2016/05/24/10-shocking-malware-
and-ransomware-statistics
 

97% of malware is unique to 
a specific endpoint

antivirus 
doesn't 

work
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But I just won the lottery!

no you did not win the lottery
no paypal does not use url shorteners
no your email was not selected to win
no you don't have very rich unknown relatives
no you should not help someone exfiltrate 
money from an African country
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Bonus: Is this legit?
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But I trust my browser.

Go here to be cured
https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=edge 
https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=firefox

https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=chrome 
(and these are the known ones...)
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Does the IT dept. fail?

1)  Culture and politics

2)  Security is hard

3)  Technology

Security culture in IT?
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What to do? (IT dept.)

● NG firewals can help
● Security awareness of users
● Proper permissions handling
● Monitor and limit read/writes
● Have an efficient restore process
● and all the other stuff they do every day
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What to do? (users)

● Security awareness of 
users

● don't click yes, yes, ok, next 
on security popups

● read them

● Have an efficient restore 
process

● does the company have this? 
● Do you at home? (Dave wins)
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and develop 
non-paranoid 
secure online 
habits

Can you restore 

your private data?
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Credits & licences
● Content by Morten Bo Nielsen

License:  Creative Commons Attribution-NonCommercial-
ShareAlike 3.0 Unported License. (
http://creativecommons.org/licenses/by-nc-sa/3.0/)

● EAL logo might be an issue, please check before you use it
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https://heimdalsecurity.com/blog/what-is-ransomware-protection/ 
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https://www.version2.dk/artikel/derfor-ransomware-ting-2017-e
ller-naar-brugeren-venter-pakke-slaar-hjernen-antivirus
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